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Technical Requirements / Next Generation Firewall QTY:
Py T

b,

| Tha proposed sclution shall provide secuniy proection By srabing 11 nes
generstion features (IPS, Applicalion conirol , LIRL fibaring . AnS- mawars )
f The propossd sohition shall hawe the soilly 1o Inercept and inspect content of —|
S5L sncrypiad traffic over the difessn needed securily faaturas . and i shall

wuppon in bound and oot bound inspection
The proposesd Salution shall prowde deep packe! inapechon for BEL encrypted EEE i |
- ek it M b
IPS proicion BgaiTal knawn 8nd Lnknawn sppicaion based on signalre or |
anomaly detection |
" | The proposed system sheukd have inbograld web fiiering sciution and | shail |
sl Beifinistrators to creabe Hoal categones

Uner ~ ifeniffication basad on inegration with AL ssrr : SSEE

A VRS ? P ——

The praposad saivtion musl suppon High Avallaoilty AckvarPassive snd | |
Activethctive (HA Device not mquired but should be supperted for huture use) |

TthHG\;Mf;.;:h Piysical sppliancs

| The schulion shall support ot least 3 Gbpa Threst ProtctionPrevention
theouighout

™ The appliance shll be capable of handing at laes: 260,000 of now 588N par
alcond

The sppiance shall be capabie of handing et Jeasl 3 millken concurrsnt
FEmAlon 1

The spplance shall be capabie of handing 4t last § Gbps IP5 thoughput.
| The appliance ehal be capabie of Fonding ot least 27 GEps Frewsti | |

P —

Tha propassd MEEW should support el mirmurs 4 X 1005 5FPe B X 10 FLME i

7 \A‘f
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Routing

P E——

- Staticrouting
- Oyrambc Routing (AP, BGE, O5PF)

Operating systam and management

The proposed O must be upgradatia via eacurs wab Uil 6r sacure Tie ranefer

The configuration on B device shall ba easly backsd Up o restorsd via GLI
arid CLI

The sdrrinistralor suthantication shad be feciitated by local dalsbass &
Remole authorication sanvices such as redius LOWP

reewnrard

The propossd sclution shall be able 1o Bmit femole managemant access fom
oaTian usbed netsark or host

st s e

The propossd sciution shall SUPper in-box and sxdarnal lopging ard reporing
Il anT

Inciudes instaliafion and corfiguration for ail VLANS and poiides

Tinciudes ol required fosnse ard supperl for fymars o3 yoars options

crmb




